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(57) To provide an electronic device with an ability 
to provide services appropriate for situations. For this 
reason, the electronic device comprises: a situation in- 
fonmation acquisition part for acquiring situation infor- 
mation, which is dynamic information; a determining 
part for determining whether a service can be executed; 
a service infomnation acquisition part for acquiring infor- 
mation for executing a sen/ice; and an execution part 
for executing an acquired service. A condition infonna- 
tion acquisition part is provided so that, when the deter- 
mining part detemnines that a service cannot be execut- 
ed, it acquires service available information for the serv- 
ice to become available. Furthermore, a situation infor- 
mation correctness determining part is provided which 
detemnines correctness of the situation infonnation ac- 
quired in the situation information acquisition part. 
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Description 

BACKGROUND OF THE INVENTION 
Field of the Invention 

[0001] The present invention relates to an electronic 
device that provides services according to situations. 

Description of the Prior Art 

[0002] Recently, with the widespread use of the Inter- 
net, business forms of marketing contents and licenses 
through the Internet or the like have emerged and are 
in an increasing trend. 

[0003] Contents refer to electronic data of characters, 
sounds, images, and maps, games and software, and 
combinations of them. The rendering of contents refers 
to, e.g., the displaying of characters and Images on a 
display unit, the output of sounds from a loudspeaker, 
and the execution of games and software. 
[0004] Licenses refer to information for granting some 
approval; for example, information for granting approval 
for rendering, downloading, or storing contents, elec- 
tronic tickets for granting approval for entrance to spe- 
cific places, and electronic coupons for granting approv- 
al for purchasing products and sen/Ices at discount prfc- 
es. 

[0005] The following services have been convention- 
ally provided: a cun^ent position of a cellular phone is 
detected to display a map in the vicinity of the position; 
and cellular phones drop bands from full rate to half rate, 
taking communication situations into account. 
[0006] In such conventional services for cellular 
phones, the cellular phones have directly displayed in- 
formation sent from base stations, regardless of the sit- 
uation in which the cellular phones are put. An attempt 
to display information that cannot be displayed has re- 
sulted In mere output of a message indicating that it can- 
not be displayed; why it cannot be displayed and what 
to do to enable display have been not indicated to the 
users of the cellular phones. 

[0007] Although music data delivery to portable devic- 
es such as cellular phones Is In common use, a license 
for rendering music data in the portable devices has 
been focused on charge payment only; for example, the 
provision of a license to only those who have entered a 
concert of a specific artist has been impossible, so that 
it has been impossible to increase the value of the con- 
cert. 

[0008] As persons having cellular phones move, a 
broadcast station to be watched has had to be manually 

selected. 

[0009] Conventionally, it has been Impossible to re- 
ceive Infomnation of other portable devices near a given 
portable device; for example, in meeting at a crowded 
place, it has been impossible to easily know where a 
party concerned is. 



[001 0] As described above, in conventional electronic 
devices, particulariy portable devices, and services us- 
ing them, services appropriate for different situations 
such as indications appropriate for a current position 
5 and the provision of added value for people satisfying 
specific conditions have not been provided. 

SUMMARY OF THE INVENTION 

10 [0011] The present Invention has been made In view 

of the conventional drawbacks as described above, and 
a first object thereof is to provide an electronic device 
capable of providing services appropriate for different 
situations. 

15 [0012] A second object of the present invention is to 
selectively display infomriation sent to an electronic de- 
vice, the selected infomiation reflecting the situation of 
the electronic device, and tell the user of the electronic 
device what to do to make services executable. 
20 [0013] To solve the problems, the present invention 
first provides an electronic device comprising: a situa- 
tion Information acquisition part; a detennlning part for 
detennining whether a service can be executed, based 
on situation Infomiation acquired in the situation infor- 
ms mation acquisition part; aservice infomiation acquisition 
part for acquiring service infomiation, based on deter- 
mination of the detemiining part; an execution part for 
executing acquired service infomnation; and a situation 
information correctness detemiining part for determin- 
30 ing the correctness of situation infomnation acquired in 
the situation infomnation acquisition part. 
[0014] Thereby, correct situation infomnation can be 
acquired to provide services. 

[0015] Second, situation information is acquired from 
35 plural means infomiation sources to detemnine its cor- 
rectness. 

[0016] Thereby, correct situation Infomnation can be 
acquired to provide services. 

[0017] Third, the correctness of situation infomnation 
40 is detemnined using a reliability rank provided based on 
combinations of infomnation sources and infonmation 
acquisition routes and/or an accuracy rank provided 
based on infomnation sources. 

[0018] Thereby, correct situation Infomnation can be 

45 acquired to provide services. 

[0019] Fourth, the present invention provides the 
electronic device comprising: the situation infomnation 
acquisition part; the detemiining part for detemnining 
whether a service can be executed, based on situation 

so information acquired in the situation Information acqui- 
sition part; the sen/ice infomnation acquisition part for 
acquiring service information, based on detenmination 
of the detemnining part; the execution part for executing 
acquired service information; and a condition infomna- 

55 tion acquisition part for, when the determining part de- 
termines that a service cannot be executed, acquiring 
service available Information for the service to become 
available. 
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[0020] Thereby, infonnation sent to the electronic de- 
vice, without being directly displayed, can be selectively 
displayed according to the situation of the electronic de- 
vice, making It possible for the user to know what to do 
to make the service executable. 
[0021] Fifth, certain service information is made to In- 
clude recommendation Information for recommending 
the acquisition of other related service information. 
[0022] Thereby, an advertising effect can be obtained. 
[0023] Sixth, service Information is information for ac- 
quiring and providing electronic information. 
[0024] Thereby, for example, electronic values such 
as electronic tickets and contents can be delivered and 
used. 

[0025] Seventh, service information is Infomnatlon for 

making electronic Information available. 

[0026] Thereby, for example, electronic values such 

as delivered electronic tickets and contents can be 

used. 

[0027] Eighth, it Is determined whether or not situation 
Infomnatlon satisfies compliance situation information 
as one of use conditions. 

[0028] Thereby, services can be provided according 
to more specific situations. 

[0029] Ninth, service information Is information for ac- 
quiring and providing licenses. 

[0030] Thereby, for example, electronic values such 

as electronic tickets and contents can be used in limited 

areas or delivered to limited areas. 

[0031] Tenth, service infonnation Is infomnation for 

canceling and updating licenses. 

[0032] Thereby, licenses can be elaborately managed 

according to the situation of the electronic device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0033] 

FIG. 1 is a functional block diagram of an electronic 

device in a first embodiment; 

FIG. 2 Is a flowchart for explaining the operation of 

the electronic device in the first embodiment; 

FIG. 3 Is a functional block diagram of a computer 

realizing an electronic device; 

FIG. 4 is a diagram showing an electrons device 

acquiring situation information of another electronic 

device; 

FIG. 5 Is a functional block diagram showing a case 
where the functions of the electronic device in the 
first embodiment are realized by plural electronic 
devices; 

FIG. 6 is a functional block diagram of an electronic 
device In a second embodiment; 
FIG. 7 is a functional block diagram showing anoth- 
er configuration of the electronic device in the sec- 
ond embodiment; 

FIG. 8 is a flowchart for explaining the operation of 
the electrons device in the second embodiment; 



FIG. 9 is a functional block diagram showing anoth- 
er configuration of the electronic device in the sec- 
ond embodiment; 

FIG. 10 Is a flowchart for explaining the operation 
5 of the electronic device having the configuration of 
FIG. 9; 

FIG. 11 is a functional block diagram of an electronic 
device in a third embodiment; 
FIG. 12 Is a diagram showing the fonmat of contents 
10 In the third embodiment; 

FIG. 1 3 Is a diagram showing the fomnat of license 
In the third embodiment; 

FIG. 14 is a diagram showing a description of an 
event hall In the third embodiment; 

15 FIG. 15 Is a diagram showing a description of an 
event hall in the third embodiment; 
FIG. 16 is a flowchart for explaining the operation 
of the electronic device in the third embodiment; 
FIG. 17 is a sequence diagram for explaining the 

20 operation of the electronic device in the third em- 
bodiment; 

FIG. 18 Is a sequence diagram for explaining the 
operation of the electronic device in the third em- 
bodiment; 

25 FIG. 19 Is a sequence diagram for explaining the 
operation of the electronic device in the third em- 
bodiment; 

FIG. 20 is a sequence diagram for explaining the 
operation of the electronic device in the third em- 

30 bodlment; 

FIG. 21 is partial block diagram showing a configu- 
ration for detemiining whether situation infomnation 
is con-ect, in the third embodiment; 
FIG. 22 is a diagram showing the fomnat of a license 

35 at the time of canceling the license In the third em- 
bodiment; 

FIG. 23 Is a diagram showing the fomnat of a license 
at the time of updating the license in the third em- 
bodiment; 

40 FIG. 24 Is a functional block diagram of the elec- 
tronic device in a fourth embodiment; 
FIG. 25 is a diagram showing the format of contents 
in the fourth embodiment; 

FIG. 26 is a diagram showing the fonmat of a Ircense 

45 in the fourth embodiment; 

FIG. 27 Is a flowchart for explaining the operation 
of an electronic device in the fourth embodiment; 
FIG. 28 is a sequence diagram for explaining the 
operation of the electronic device in the fourth em- 

50 bodiment; 

FIG. 29 is a sequence diagram for explaining the 
operation of the electronic device In the fourth em- 
bodiment; 

FIG. 30 is a sequence diagram for explaining the 
55 operation of the electronic device in the fourth em- 
bodiment; 

FIG. 31 is a diagram for explaining a case where 
situation Infomnation is acquired from a communi- 
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cations channel; and 

FIG. 32 Is a diagram for explaining a case where 
situation information is acquired from other than a 
communications channel. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0034] Hereinafter, embodiments of the present In- 
vention will be described using FIGS. 1 to 32. The 
present invention is not limited to these embodiments 
and may be realized in various ways without departing 
the spirit thereof. 

(First embodiment) 

[0035] FIG. 1 is a functional block diagram of an elec- 
tronic device in a first embodiment of the present Inven- 
tion. In FIG. 1, the reference numeral 100 designates 
the whole of the electronic device; 1 01 , a situation infor- 
mation acquisition part; 102, a detemnining part; 103, a 
service information acquisition part; and 104, an execu- 
tion part. 

[0036] The situation infomnation acquisition part 1 01 
acquires situation information, which is dynamic infor- 
mation. The word "dynamic" denotes that the contents 
of infomiatlon may change every acquisition or are un- 
decided until it has been acquired. A special "dynamic" 
case includes a case where the same information 
whose contents may not change for every acquisition is 
obtained if an infonnation source is decided though no 
infonnatlon source is decided in advance. 
[0037] The terni "situation information" refers to Infor- 
mation about situations of the Inside of the electronic 
device and the outside thereof. Therefore, dynamic sit- 
uation information includes, e.g., infonnation about who 
owns the electronic device, or ambient temperature and 
humidity and atmospheric pressure, and infonnation ob- 
tained from a communications channel when the elec- 
tronic device is connected to it. Examples of situation 
infonnation that the same infonnation is obtained for 
every acquisition If an infomnation source is decided 
though no information source is decided In advance in- 
clude the operation entity of a connected communica- 
tions channel. Particularly, bands provided by commu- 
nications channels, and disconnection infonnation indi- 
cating a situation at communication disconnection when 
communications are conducted using a communica- 
tions channel can be listed as examples of the situation 
infonnation. Communication charges obtained from the 
operation entity of the communications channel are also 
included in the situation infonnation. Position informa- 
tion indicating the position of the electronic device and 
movement information indicating movement situations 
are also included In the situation information. The posi- 
tion information and movement information contain his- 
tory information indicating past states such as routes 
used in the past, passage speeds, and the number of 



passages through same points. Situation infonnation 
obtained in the situation information acquisition part 1 01 
includes not only the situation infonnation of the elec- 
tronic device itself but also dynamic situation infonna- 

5 tion Indicating the states of other devices communicat- 
ing with it. Particularly, when the electronic device 100 
is connected through a communications channel, the 
situation infonnation may be communication party iden- 
tification Infonnation for identifying a communication 

10 party. 

[0038] Position information and movement informa- 
tion can be obtained, for example, by obtaining base sta- 
tion information through a communications channel, by 
use of a GPS (global positioning system) satellite, by 
15 use of a speed sensor, accelerator sensor or the like 
mounted in the electronic device, and by conducting 
close communication with an embedded tag, which is a 
fixed device. 

[0039] The detennlning part 1 02 determines whether 
20 services can be executed, from situation infonnation ac- 
quired in the situation information acquisition part 101 . 
The word "services" refer to functions that can be en- 
joyed using specific operations of the electronic device 
or the electronic device. Examples of the services in- 
25 elude the operation of displaying maps in the vicinity of 
the electronic device, the operation of downloading mu- 
sic data and storing them in media, the operation of ren- 
dering music data stored In media, and the discounting 
of product charges by coupons displayed by the elec- 
50 tronic device. The detemnining part 102 detennines 
whether services can be executed, from situation infor- 
mation acquired in the situation infonnation acquisition 
part 101. 

[0040] The service information acquisition part 103 

35 acquires service information for executing services. 
That is, it acquires Information required by the electronic 
device to execute specific operations. For example, if a 
specific operation is to display a map, information re- 
quired to execute the operation such as the acquiring of 

40 URL for map data and the acquiring of the address of a 
server for storing music data is acquired. Service infor- 
mation Is stored Inside the electronic device 100 or ac- 
quired from outside the electronic device 100. Cases 
where service information is acquired from outside the 

45 electronic device 100 include, e.g., a case where the 
owner of the electronic device 1 00 acquires an address 
to be inputted as service information, and a case where 
the electronic device 1 00 acquires service information 
by querying a server. 

50 [0041] Service information for executing services is, 
more specifically, Information for acquiring or providing 
electronic information, or information for making elec- 
tronic infonnation utilizable. 

[0042] Electronic Information denotes a wide range of 
55 Information that can be electronically handled, including 
electronic values such as electronic money, electronic 
ticket, and electronic coupon of license, and contents. 
[0043] The acquisition of electronic information de- 
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notes that the electronic infonnation is passed between 
devices concerned after a receiving device determines 
whether to receive the electronic information. For exam- 
ple, a user terminal such as a portable terminal to use 
electronic information has a situation infonnation acqui- 
sition part, a detemiining part, a service infonnation ac- 
quisition part, an execution part, and a condition infor- 
mation acquisition part; the user terminal itself perfomns 
the above processing. The situation information acqui- 
sition part often acquires situation infonnation of the us- 
er terminal itself. 

[0044] The provision of electronic infonnation de- 
notes that the electronic infonnation is passed between 
devices concerned after a passing device determines 
whether to pass the electronic information. For example, 
a server communicating with user terminals and provid- 
ing electronic information to the user terminals has a sit- 
uation infonnation acquisition part, a detemnining part, 
a service Information acquisition part, an execution part, 
and a condition information acquisition part; the server 
performs the above processing. The situation informa- 
tion acquisition part often acquires situation information 
of the user tenninals. 

[0045] Use of electronic information denotes display- 
ing characters and video, outputting sounds from a loud- 
speaker, rendering of contents such as game and soft- 
ware execution, and using electronic values such as 
electronic money, electronic ticket, and electronic cou- 
pon for spending. 

[0046] To make the electronic information available 
requires that the detemnining part detennines that situ- 
ation infonnation acquired in the situation information 
acquisition part satisfies compliance situation infonna- 
tion included in a license. For example, for electronic 
infonnation delivered in an encrypted or guarded fonn, 
only when the determining part detemnines that compli- 
ance situation information is satisfied, contents can be 
rendered or used by decrypting the contents using a de- 
cryption key included in the license. 
[0047] The execution part 1 04 executes service infor- 
mation. That is, it executes information required to exe- 
cute a specific operation and lets the electronic device 
perform the specific operation. For example, for the dis- 
playing of map data, the map data is actually acquired 
from URL for the map data. From the address of a server 
storing music data, access is made to the address to 
download music data. 

[0048] FIG. 2 is a flowchart for explaining the opera- 
tion of the electronic device of the present invention. In 
step S201 , the situation information acquisition part 1 01 
is used to acquire situation information. In step S202, 
the detemnining part 102 is used to detenrnine whether 
service can be executed, from the situation information 
acquired in the situation infonnation acquisition part 
1 01 . If it is detennined as tnexecutabte, the processing 
tenminates, and if it is determined as executable, control 
transfers to step S203, where the service information 
acquisition part 103 is used acquire service infonnation. 



In step 204, the execution part 104 is used to execute 
the acquired service information. 
[0049] The electronic device 100 can be realized us- 
ing, e.g., a computer 300 shown in FIG. 3, The computer 
5 300 comprises a CPU 301 , a RAM 302, a ROM 303, and 
an input-output part 304, which are connected to one 
another through a bus 305. 

[0050] A program for Instructing the CPU 301 to exe- 
cute the steps of the flowchart shown in FIG. 2 is stored 
in the ROM 303, and loaded into the RAM 302 for 
processing by the CPU 301 . The input-output part 304 
realizes the situation infonnation acquisition part 1 01 for 
acquiring situation infonnation, and performs input and 
output concerned in service execution. 
[0051 ] FIG. 4 shows the electronic device 1 00 that ex- 
ecutes service Infonnation, based on situation informa- 
tion of another electronic device 400. The electronic de- 
vice 100 is connected with the electronic device 100 
through a communications channel 401 . In the electron- 
ic device 1 00, the situation Information of the electronic 
device 400 obtained from the communications channel 
401 is acquired by the situation information acquisition 
part 1 01 ; the determining part 1 02 determines whether 
service can be executed; service information Is acquired 
by the service information acquisition part 1 03; the serv- 
ice Infonnation is executed by the execution part 104; 
and a result of the execution is sent to the communica- 
tions channel 401 . 

[0052] In the case where position infomnation of the 
electronic device 400 is obtained as situation Infonna- 
tion through the communications channel 401 , based on 
information of a base station with which the electronic 
device 400 is communicating, the situation infonnation 
acquisition part 101 acquires the position infomnation 
and the detemriining part detennines whether service 
can be executed, from the position information. For ex- 
ample, if the contents of service are to provide a certain 
license If the electronic device 400 exists in a specific 
location, it is determined whether the electronic device 
400 exists in the specific location; in this case, the serv- 
ice Information acquisition part 103, for example, ob- 
tains an IP address and a port number of communication 
for sending the license to the electronic device 400, and 
the executing part 104 provides the license to a com- 
munication destination identified by the IP address and 
port number. 

[0053] In FIGS. 1 and 4, inside one electronic device 
are, as processing parts, placed the situation informa- 
tion acquisition part 101, the determining part 102, the 
service infonnation acquisition part 103, and the execu- 
tion part 104. However, the processing parts can be 
placed separately among plural electronic devices. FIG. 
5 Is a functional block diagram showing an example that 
the processing parts are placed separately among plural 
electronic devices; the situation infonnation acquisition 
part 101 and the determining part 102 are placed in the 
electronic device 100, and the service information ac- 
quisition part 1 03 and the execution part 1 04 are placed 
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in an electronic device 500 connected with the electronic 
device 100 through some channel. A result detennined 
In the detemiining part 102 is sent to the electronic de- 
vice 500 from the electronic device 100 through some 
channel, and the service infomiation acquisition part 
103 of the electronic device 500 acquires service Infor- 
mation, based on the result. Placing the processing 
parts in two electronic devices as shown in FIG. 5 Is only 
an example; it is also possible to place the processing 
parts in three or more electronic devices. 
[0054] By such an embodiment, services appropriate 
for situation infomiation obtained by the electronic de- 
vice can be executed. For example, information sent to 
the electronic device, without being directly displayed, 
can be selectively displayed according to the situation 
of the electronic device. 



(Second embodiment) 

[0055] FIG. 6 shows a functional block diagram of the 
electronic device 100 in a second embodiment of the 
present invention. A difference from the first embodi- 
ment is that a condition acquisition part 601 is added. 
Accordingly, the following points are the same as the 
first embodiment: situation information is obtained 
through the communications channel; the situation In- 
fomiation Is movement Information, position informa- 
tion, or communication party identification information; 
the situation infomiation is history information, informa- 
tion indicating the situation of the local electronic device, 
or information Indicating the situation of other commu- 
nicating devices. The second embodiment is also the 
same as the first embodiment in that the system can be 
realized by the computer 300. 

[0056] The condition acquisition part 601 acquires a 
condition for selectively executing service according to 
situation infomiation acquired in the situation informa- 
tion acquisition part 101. Specifically, the condition ac- 
quisition part 601 acquires a condition for selectively ex- 
ecuting one of one or more services. ("Execution" of one 
of plural services may be described as "selection"). For 
example, when service A is associated with the condi- 
tion that "an electronic device exists in Shinagawa-ku, 
Tokyo", the condition that "an electronic device exists iri 
Shinagawa-ku, Tokyo" is acquired. Such a condition is 
selected from among conditions stored in the electronic 
device 100, or from infomiation sent from outside the 
electronic device 1 00 in association with a service Iden- 
tifier for identifying service. Also, the determining part 
1 02 can use a condition acquired in the condition acqui- 
sition part 601 as a material for determining whether 
service can be executed. 

[0057] By providing the electronic device 1 00 with the 
condition acquisition part 601 in this way, the contents 
of providable services, not services defined in advance 
can be changed every moment, and it can be deter- 
mined from situation infomiation whether services can 
be executed. 



[0058] As shown in FIG. 7, the electronic device 100 
may be provided with a request acquisition part 701 . The 
request acquisition part 701 acquires a requestfor serv- 
ice provided based on situation Information. The word 
5 "provided" denotes that whether execution is possible 
is determined In the detemiining part 102, that service 
Infomiation is acquired in the service infomiation acqui- 
sition part 1 03, and that the acquired service information 
is executed in the executing part 1 04. The word "a re- 
10 quest for service", which refers to a request to provide 
the service. Is usually issued by an operation on the 
electronic device 100 by the owner thereof but may be 
issued by other electronic devices or automatically is- 
sued by the electronic device if predefined conditions 
IS are satisfied. 

[0059] The operation of the electronic device 1 00 hav- 
ing the condition acquisition part 601 and the request 
acquisition part 701 is perfomied according to a flow- 
chart shown in FIG. 8. In step S201, situation informa- 
20 tion is acquired by the situation infomiation acquisition 
part 1 01 . In step S801 , a condition for executing or se- 
lecting service is acquired by the condition acquisition 
part 601. According to whether the condition acquired 
by this step is satisfied, servtees associated with the 
25 condition can be narrowed and the names of the nar- 
rowed services are presented to the owner of the elec- 
tronic device 100, thereby making it possible to prevent 
the execution or selection of undesired services. The 
condition can also be used in the detemiining part 102 
30 to determine whether service can be executed. An own- 
er's desire for services to be provided can be detected 
through the request acquisition part 701 . Processing be- 
low is the same as that in FIG. 2. Although step S801 is 
executed after step S201 In theflowchart of FIG. 8, since 
35 there Is no dependence relation between step S201 and 
step S801 , step S201 may be executed after execution 
of step S801 or step S201 and step S801 may be exe- 
cuted in parallel. 

[0060] As shown in FIG. 9, when the electronic device 

40 1 00 has the request acquisition part 701 , it may have a 
condition information acquisition part 901 . When the de- 
temiining part 102 deterniines that a service cannot be 
executed, the condition infomiation acquisition part 901 
acquires situation infomiation for the service to become 

45 available. "Situation Infomiation" referred to here has a 
different meaning from situation Information acquired in 
the situation Infonnation acquisition part 101 and situa- 
tion infomiation used for detemilnation in the determin- 
ing part 1 02. It refers to a condition that must be satisfied 

50 for service to become available. For example, when a 
sen/ice that cannot be executed if the electronic device 
1 00 does not exist in Higashi Shinagawa 4-Chome Shi- 
nagawa-ku, Tokyo is requested in Minato-ku, Tokyo, the 
detemiining part 1 02 deterniines that the servfce cannot 

55 be executed; in such a situation, a condition that the 
electrons device 100 exists in Higashi Shinagawa 
4-Chome Shinagawa-ku, Tokyo is situation information 
acquired in the condition infonnation acquisition part 
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901. 

[0061 ] FtG. 1 0 is a flowchart for explaining processing 
in the case where the electronic device 1 00 has the re- 
quest acquisition part 701 . The flowchart is basically the 
same as the flowchart in FIG. 8, except that step SI 001 
and step SI 002 are executed when it is determined in 
step S202 that a sen/ice cannot be executed. 
[0062] In step SI 001, situation Information under 
which service becomes available is acquired by the con- 
dition information acquisition part 901. The situation in- 
fonmation is acquired using the situation in which it Is 
determined in the determining part 102 that a service 
cannot be executed. For example, in the case where 
service can be executed if the electronic device 1 00 ex- 
ists in Higashi Shinagawa 4-Chome Shinagawa-ku, To- 
kyo, if it is determined that the service cannot be exe- 
cuted because the electronic device 1 00 exists in Mi- 
nato-ku. Tokyo, the condition that "the electrons: device 
100 must exist in Higashi Shinagawa 4-Chome Shina- 
gawa-ku, Tokyo" is acquired. In step SI 002, the ac- 
quired condition information is displayed. Alternatively, 
notification may be made to the owner of the electronic 
device 1 00 by voice; the owner Is notified that it is a con- 
dition for the service to become available that "the elec- 
tronic device 100 exists in Shinagawa 4-Chome Shlna- 
gawa-ku, Tokyo". Nonnally, since whetherthe electronic 
device 100 exists in Higashi Shinagawa 4-Ghome Shi- 
nagawa-ku, Tokyo is detemnlned by comparing coordi- 
nate positions, the character string of Higashi Shina- 
gawa 4-Chome Shinagawa-ku, Tokyo, which is under- 
standable to human, is not contained in the condition. 
Accordingly, the condition, represented by a coordinate 
position, that "the electronic device 1 00 exists in Higashi 
Shinagawa 4-Chome Shinagawa-ku, Tokyo" is associ- 
ated with the character string of "Higashi Shinagawa 
4-Chome Shinagawa-ku, Tokyo", and stored in the elec- 
tronic device 100. If the condition represented by the 
coordinate position is not satisfied, the associated char- 
acter string is acquired. 

[0063] Hereinafter, a description will be made of an 
embodiment of the present invention that acquires and 
provides a license. 

[0064] The acquisition of a license denotes that the 
license is passed between devices after a receiving de- 
vice detemnlnes whether to receive the license. For ex- 
ample, a user temninal such as a portable tenminal to 
use a license has a situation infomnation acquisition 
part, a determining part, a sen/ice infomnation acquisi- 
tion part, an execution part, and a condition information 
acquisition part; the user terminal itself performs the 
above processing. The situation Infonmation acquisition 
part often acquires situation infomnation of the user ter- 
minal itself. 

[0065] The provision of a license denotes that the 
electronic information is passed between devices after 
a passing device determines whether to pass the li- 
cense. For example, a server communk:ating with user 
terminals and providing licenses to the user terminals 



has a situation infomiation acquisition part, a detemnin- 
ing part, a service Information acquisition part, an exe- 
cution part, and a condition Infomnation acquisition part; 
the server perfomns the above processing. The situation 
5 information acquisition part often acquires situation in- 
fomnation of the user terminals. 

(Third embodiment) 

10 [0066] FIG. 11 shows a functional block diagram of 
the electronic device in a third embodiment of the 
present invention. The present embodiment relates to a 
license limited to event halls. A user gets music contents 
of a certain artist in advance by an electronic device, 
15 which is a terminal owned by him or her, and then moves 
to an event hall of the artist to get a license, at which 
time the music contents becomes reproducible. The li- 
cense is delivered to only temnlnals within the event hall. 
In FIG. 11, the reference numeral 1100 designates an 
20 electronic device which is a contents server for deliver- 
ing music contents; 1200, an electronic device which is 
a license server for providing licenses; and 1300, an 
electronic device which Is a user terminal owned by a 
user. Between the contents server 1100 and the user 
25 tennlnal 1 300, and between the licenseserver 1200 and 
the user terminal 1300, communication is conducted 
through a communications channel 401 . In the contents 
server 1100, 701 designates a request acquisition part; 
1 1 01 , a contents delivery part; and 1 1 02, a contents da- 
30 tabase. I n the license server 1 200, 1 01 designates a sit- 
uation information acquisition part; 102, a determining 
part; 103, a service information acquisition part; 104, an 
execution part; 601 , a condition acquisition part; 701, a 
request acquisition part; 1201 , a service selection Infor- 
ms mation database; and 1202, a service infonnation data- 
base. In the usertemninal 1300, 101 designates a situ- 
ation information acquisition part; 104, an execution 
part; 1301, an encryption situation information output 
part; 1 302, a contents acquisition part; and 1 303, a ster- 
eo age medium. Moreover, 1400 designates a location 
server; 1500, an accounting server; and 1600, GPS sat- 
ellites. 

[0067] The contents server 1 1 00 delivers music con- 
tents in response to a request. The request acquisition 

45 part 701 receives a request to acquire music contents, 
an in response to the request, the contents delivery part 
1101 gets the music contents from the contents data- 
base 1102 and delivers them. The music contents read 
from the contents database 1102 may be processed in 

50 the contents delivery part 1101 before being delivered. 
Although, in the present embodiment, the contents serv- 
er 1100 for delivering music contents and the contents 
database 1 1 02 for holding music contents are separated 
from each other, the contents database 1 1 02 may be 

55 within the contents server 1 1 00. 

[0068] FIG . 1 2 shows the contents of music contents. 
In this example, music contents consist of contents ID, 
contents body, license Information, event information, 
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and related information. The contents ID is an ID as- 
signed for each contents. The contents body is nnusic 
data encrypted according to an algorithm such as, e.g., 
C2 and DES. The license infomiatlon, which is infomna- 
tion on license for the music contents, contains, e.g., s 
URL of a website for selling licenses. The event infor- 
mation, which is infonnation on an event of the artist of 
the music contents, contains event period, event hall 
and the like. The event halt may contain position infor- 
mation such as a latitude and a longitude that can be io 
afforded as input of a destination to a navigation system, 
in addition to user-readable infomiation such as an ad- 
dress. Other infomriatlon related to the music contents 
is contained. 

[0069] When receiving a request to acquire a license is 
from the user terminal 1300 to communicate with, the 
license server 1200 provides the license if the user ter- 
minal is within the event hall. In the present embodi- 
ment, the acquisition of a license denotes that informa- 
tion about pemnisslon to render music contents Is ac- 20 
quired. The request acquisition part 701 receives a re- 
quest to acquire a license. The situation information ac- 
quisition part 101 of the license server 1200 receives 
GPS information as one piece of position infonnation of 
the user terminal 1300 and base station infonnation 2S 
from the communications channel 401 as other position 
infonnation of the user terminal 1300. The GPS infor- 
mation received from the user temninal 1300 is sent to 
the location server, where position detection computa- 
tion is performed to receive position infonnation of the 30 
user terminal 1300. The condition acquisition part 601 
acquires Infonnation for providing a license from the 
service selection infonnation database 1201. In the 
present embodiment, infonnation for providing a license 
includes a condition forproviding a license that 'Ihe user 35 
temninal must exist within an event hall for the period of 
the artist's event", and information related to it such as 
an event period and position infonnation of an event hall. 
The determining part 1 02 detennines whether a license 
may be provided, from situation infonnation acquired in 40 
the situation infonnation acquisition part 1 01 . To provide 
a license, the service information acquisition part 103 
acquires the license itself from the service information 
database 1202. The execution part 104 provides a li- 
cense to the user terminal 1 300 via the communications 45 
channel 401 and performs accounting on license sale 
together with an accounting server 1500. 
[0070] FIG. 13 shows the contents of a license pro- 
vided. The license consists of license ID, contents ID, 
contents decryption key, and license delivery condi- so 
tions. The license ID is an ID assigned for each license. 
The contents ID is the ID of corresponding contents and 
one license may correspond to plural contents. The con- 
tents decryption key is a key used to decrypt con-e- 
sponding encrypted contents. The license delivery con- ss 
ditions are conditions on license sale and purchase, and 
includes a sale period, a settlement method, complying 
situation information (hereinafter refen-ed to as compli- 



ance situation infonnation) and the like. The compliance 
situation infonnation is a condition for providing a li- 
cense and infonnation related to it; the condition for pro- 
viding a license is that "an electronic device (user termi- 
nal) requesting a license requests license provision 
when it is within an event hall for the period of the event", 
and related information is event period infonnation and 
event hall position information. The event hall position 
information Is described by the latitude and longitude at 
the central position of an assumed circle and its radius, 
as shown in FIG. 14, or by a clockwise point string of 
latitudes and longitudes for an assumed polygon, as 
shown in FIG. 15. 

[0071] The user tenninal 1 300 is a portable temninal 
which acquires music contents from the contents server 
1100, acquires a license from the license server 1200, 
and decrypts and renders the music contents. The situ- 
ation information acquisition part 101 receives GPS In- 
fonnation from the GPS satellites 1 600. The encryption 
situation infonnation output part 1301 encrypts and out- 
puts GPS infonnation acquired In the situation informa- 
tion acquisition part 101. The contents acquisition part 
1302 acquires music contents. The execution part 104 
outputs a request to acquire a license to acquire the li- 
cense. It also outputs accounting infonnation about li- 
cense purchase. It also decrypts and renders music 
contents by a decryption key included in the license. The 
acquired music contents and license may be stored in 
the storage medium 1303. The storage medium 1303 
may be removed from the user tenninal 1300. 
[0072] The communications channel 401 is a commu- 
nications channel between the contents server 1100 
and the user tenninal 1300, and between the license 
server 1 200 and the user terminal 1 300, and includes a 
situation information management part 2801 . The situ- 
ation information management part 2801 detects and 
outputs the position of the user tenninal from base sta- 
tion information used for communication with the user 
terminal 1300. 

[0073] The GPS satellites 1600 are satellites for send- 
ing GPS infonnation, and GPS information from four or 
more GPS satellites is received in the user terminal 
1300 so that the position of the user tenninal 1300 can 
be detected by performing position detection computa- 
tion. In FIG. 11, the position detection computation Is 
performed In the location server 1400. The accounting 
server 1500 perfonns accounting on license sale. 
[0074] FIG. 1 6 is a flowchart for explaining processing 
in the present embodiment. In step SI 601 , the user ter- 
minal 1300 issues a request to deliver music contents 
to the contents server 1 1 00. In step 1 602, encrypted mu- 
sic contents are delivered from the contents server 1 1 00 
to the user tenninal. In step SI 603, it is assumed that a 
user having the user terminal 1 300 moves to the event 
hall. In step SI 604, a request to acquire a license for 
the music contents is issued from the userterminal 1 300 
to the license server 1200. In step SI 605, from GPS In- 
formation acquired in the user terminal 1300. position 
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detection is performed by the license server 1200 and 
the location server 1400, that is. position detection by 
use of GPS is performed. In step SI 606, the result of 
detecting the position of the user terminal 1300 by use 
of a base station is acquired through the communica- 
tions channel 401 by the license server 1200. In step 

51 607, the license server 1200 detemnines whether 
conditions for providing the license are satisfied. In step 

51 608, the license is provided from the license server 
1200 to the user terminall 300. Instep 1609, accounting 
is performed among the accounting server 1500, the li- 
cense server 1200, and the usertenminat 1300. In step 
SI 61 0, encrypted contents are decrypted and rendered 
in the user terminal 1300. 

[0075] FIGS. 1 7 to 20 show communication sequenc- 
es for explaining the operation of the present embodi- 
ment. Steps SI 701 to SI 706 of FIG. 17 correspond to 
contents delivery processing from steps SI 601 to 
S1602 of FIG. 16. In step SI 701, the user specifies a 
contents ID to issue a request to deliver music contents 
to the contents acquisition part 1302 of the user terminal 
1300. In step SI 702, the contents acquisition part 1 302 
of the user temiinal 1300 specifies the contents ID to 
issue a request to deliver music contents to the request 
acquisition part 701 of the contents server 1100 via the 
communications channel 401. In step S1703, the re- 
quest acquisition part 701 of the contents server 1100 
specifies the contents ID to issue a request to deliver 
music contents to the contents delivery part 1 1 01 of the 
contents server 1100. In step SI 704, the contents de- 
livery part 1101 of the contents server 1100 reads en- 
crypted music contents from the contents database 
1 1 02 and delivers the encrypted music contents to the 
contents acquisition part 1302 of the user temiinal 1 300 
via the communications channel 401 . In step 1705, the 
encrypted music contents are stored in the storage me- 
dium 1303 of the user temninal 1300 from the contents 
acquisition part 1302 of the user tenninal 1300. In step 
1 706, the contents acquisition part 1 302 of the user ter- 
minal 1300 reads event infonmation from the encrypted 
music contents and presents it to the user. After execu- 
tion of the steps S1 701 to SI 706, the user moves to the 
event hall, carrying the user terminal 1300. 
[0076] Steps SI 801 to SI 804 of FIG. 1 8 correspond 
to a license acquisition request to the license server 
1 200 from the user tenninal 1 300 of step S1 604 of FIG. 
16. In step SI 801 , the user specifies a license ID to is- 
sue a request to acquire a license to the execution part 
104 of the user tenminal 1300. In step SI 802, the exe- 
cution part 104 of the user terminal 1300 specifies the 
license ID to issue a request to acquire a license to the 
request acquisition part 701 of the license server 1 200 
via the communications channel 401 . In step S1 803, the 
request acquisition part 701 of the license server 1200 
specifies the license ID to issue a request to acquire a 
license to the detennining part 1 02 of the license server 
1200. In step S1804. the determining part 102 of the li- 
cense server 1200 specifies the license ID to issue a 



request to acquire a condition for providing the license 
to the condition acquisition part 601 of the license server 
1200. 

[0077] Steps 1805 to 1817 of FIG. 18 correspond to 
5 processing for detecting the position of the user tenninal 

1300 by use of GPS of step SI 605 of FIG. 16. In step 
SI 805, the condition acquisition part 601 of the license 
server 1200 reads a condition for providing a license 
from the service selection information database 1201 
and sends it to the detennining part 102 of the license 
server 1200. The condition for providing a license is in- 
formation shown in the lower portion of FIG. 13 and in- 
cludes event halt position information. In step S1806, 
the determining part 102 of the license server 1200 
sends a position information acquisition request to the 
situation information acquisition part 101 of the license 
server 1 200. In step SI 807, the situation infonnation ac- 
quisition part 101 of the license server 1200 sends a 
GPS infonnation acquisition request to the encryption 
situation infonnation output part 1301 of the user tenni- 
nal 1300 via the communications channel 401 . In step 
SI 808, the encryption situation information output part 

1 301 of the user terminal 1 300 sends the GPS infonna- 
tion acquisition request to the situation infonnation ac- 
quisition part 101 of the user tenninal 1300. In step 
SI 809, GPS infonnation from the four or more GPS sat- 
ellites 1600 is received in the situation infonnation ac- 
quisition part 101 of the user temninal 1300. 
[0078] In step SI 81 0, the situation infonnation acqui- 
sition part 1 01 of the user tenninal 1300 sends the GPS 
information to the encryption situation information out- 
put part 1301 of the user tenninal 1300. In step S1811, 
the encryption situation information output part 1301 of 
the user terminal 1300 encrypts the GPS information us- 
ing a public key of the license server 1200. In step 
SI 81 2, the encryption situation information output part 
1301 of the user tenninal 1300 sends the encrypted 
GPS information to the situation information acquisition 
part 101 of the license server 1200. In step S1813, the 
situation infonnation acquisition part 101 of the license 
server 1200 decrypts the encrypted GPS information 
using a private key of the license server 1200. In step 
SI 81 4, the situation Information acquisition part 101 of 
the license sen/er 1200 sends a position detection com- 
putation request together with the GPS information to 
the location server 1400. In step SI 815, the location 
sen/er 1400 performs position detection computation, 
based on the GPS infonnation. In step SI 81 6, the loca- 
tion server 1 400 sends position information of the user 
terminal 1300 to the situation infonnation acquisition 
part 101 of the license server 1200. In step SI 81 7, the 
situation infonnation acquisition part 101 of the license 
server 1200 sends the position information of the user 
terminal 1300 to the determining part 102 of the license 
server 1200. 

[0079] Steps 1901 to 1904 of FIG. 19 con^espond to 
processing for detecting the position of the user terminal 
1300 by use of a base station of step S1606 of FIG. 16. 
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In step SI 901 , the situation infomiation acquisition part 
101 of the license server 1200 sends a position infor- 
mation acquisition request to the situation information 
management part 2801 of the communications channel 
401. In step S1902, the situation Information manage- 
mentpart2801 ofthe communications channel 401 per- 
fonns positron detection computation ofthe usertenmi- 
nal 1300 using infomnation of a base station with which 
it communicates. In step S1903, the situation informa- 
tion management part 2801 of the communications 
channel 401 sends position infomfiation to the situation 
infomriatlon acquisition part 101 of the license server 
1200. In step SI 904, the situation infonnation acquisi- 
tion part 1 01 of the license server 1200 sends the posi- 
tion Infonnation of the user tenminal 1300 to the deter- 
mining part 1 02 of the license server 1200. Step SI 905 
of FIG. 19 corresponds to processing for determination 
about whether a condition for providing a license is sat- 
isfied, of step SI 607 of FIG. 16. In step S1905, the de- 
tennining part 1 02 of the license server 1 200 computes 
the position of the usertemiinal 1300 from the result of 
detecting the position of the user temrilnal 1300 by use 
of GPS, obtained in step S1817, and the result of de- 
tecting the position of the user terminal 1300 by use of 
the base station, obtained in step SI 904, further deter- 
mines whether the user terminal 1300 exists within the 
event hall, from the position information ofthe event hall, 
obtained in step SI 805, and proceeds to subsequent 
steps if so. Steps 1906 to 1909 of FIG. 19 correspond 
to license provision from the license server 1200 to the 
user tenninal 1300 of step SI 608 of FIG. 16. In step 
S1906, the determining part 102 ofthe license server 
1 200 specifies a license ID to issues a license provision 
indication to the service information acquisition part 1 03 
of the license server 1200. In step S1907, the sen/ice 
infonnation acquisition part 103 of the license server 
1200 reads a license having the specified license ID 
from the service information database 1202, and passes 
it to the execution part 104 of the license server 1200 to 
issue a license provision indication. In step SI 908, the 
execution part 104 ofthe license server 1200 provides 
the license to the execution part 104 of the user terminal 
1300 via the communications channel 401. In step 
SI 909, the execution part 1 04 of the user terminal 1 300 
stores the license in the storage medium 1303 of the 
user terminal 1300. 

[0080] Steps S2001 to S2005 of FIG. 20 correspond 
to accounting of step S1609 of FIG. 16. In step S2001 , 
the execution part 1 04 of the license server 1200 sends 
an accounting infomiation request to the execution part 
104 of the user terminal 1300 via the communications 
channel 401 . In step S2002, the execution part 104 of 
the user tenninal 1 300 sends a credit number and other 
accounting infonnation to the execution part 104 of the 
license server 1200 via the communications channel 
401 . In step S2003, the execution part 1 04 of the license 
server 1 200 sends the user's credit number and the sell- 
ing price ofthe provided license to the accounting server 



1 500 to request accounting. In step S2004, the account- 
ing server 1 500 perfomns accounting and notifies the ex- 
ecution part 1 04 of the license server 1 200 that account- 
ing tenninates. In step S2005, the execution part 1 04 of 
5 the license sewer 1200 sends an electronic receipt to 
the execution part 1 04 of the user tenninal 1 300 via the 
communications channel 401 to notify the temnination 
of accounting. Steps S2006 to S2009 of FIG. 20 corre- 
spond to the decryption and rendering of music contents 
10 in step SI 61 0 of FIG. 1 6. In step S2006, the execution 
part 1 04 of the user tenninal 1300 reads the encrypted 
music contents from the storage medium 1303 of the 
user tenninal 1300. In step S2007, the execution part 
1 04 of the user tenninal 1 300 reads the license from the 
^5 storage medium 1 303 of the user tenninal 1 300. In step 
S2008, the execution part 1 04 of the user tenninal 1300 
gets a contents decryption key from the license and de- 
crypts the encrypted music contents. In step S2009, the 
execution part 104 ofthe user tenninal 1300 renders the 
20 music contents. 

[0081] Although, In tiie present embodiment, the con- 
tents server 1100, the license server 1200, the location 
server 1 400, and the accounting server 1 500 all operate 
as separate servers, all or some of these may be con- 
25 figured with an identical electronic device. The contents 
database 1102 may exist in the contents server 1100. 
The service selection Infonnation database 1201 and 
the service infonnation database 1 202 may exist in the 
license server 1 200. The location sen/er 1 400 may exist 
30 at the side of the user tennina! 1300, not at the side of 
the license server 1 200 so that the location server 1 400 
perfonns position detection computation from GPS In- 
fonnation received in the usertemiinal 1300 and sends 
the result to the license server. The location server 1 400 
35 nnay exist within the communications channel 401 so 
that the location server 1 400 perfonns position detection 
computation from GPS information received in the user 
tenninal 1 300 and sends the result to the license server. 
Although, in the present embodiment, a post-accounting 
40 system, which perfonns accounting after license provi- 
sion, is used, a pre-accounting system, which performs 
accounting before license provision, may be used. 
[0082] According to such an embodiment of the 
present invention, the license server 1200 acquires po- 
45 sition infonnation of the user tenninal 1300 with which 
it communicates, whereby services appropriate for the 
position of the user terminal 1300, particularly, special 
services pennitted for only the user tenninal 1300 at 
some specific positions can be provided. 
50 [0083] Furthennore, the usertemiinal 1300 sends en- 
crypted GPS infonnation to the license server 1200, 
thereby making it possible to prevent the leak of privacy 
information such as the place of the user tenninal 1 300. 
Besides the present embodiment, for example. In the 
55 case where the situation infonnation acquisition part 
101 and the determining part 102 are placed in different 
electronic devices without being placed in an identical 
electronic device, situation information acquired in the 
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situation information acquisition part 101 must be sent 
to the determining part 102 of a different electronic de- 
vice. However, if the situation information were sent 
without being encrypted, It could be illegally acquired by 
third parties, in which case jDrivacy infomnation such as 
the place of the electronic device and its owner would 
leak. Accordingly, the situation information, without be- 
ing sent directly to the determining part 102 from the 
situation infomnation acquisition part 101, is encrypted 
and sent through the encryption situation information 
output part. Also, even in the case where the situation 
infomiation acquisition part 101 and the determining 
part 1 02 are placed In an identical electronic device, for 
example, if history information about the positions in 
which the electronic device existed previously is stored 
and the detemnining part 1 02 determines the stored his- 
tory information as situation information, the movement 
process of the electronic device can be known from the 
history information, so that privacy infomiation would 
leak. Accordingly, situation information acquired in the 
situation information acquisition part 101 is encrypted 
by the encryption situation information output part and 
stored, thereby making It possible to prevent the Infor- 
mation from leaking. 

[0084] Furthermore, encrypted GPS Information of 
the user terminal 1300 acquired by the license server 
1200 makes it possible to prevent an act that a false 
position is given to receive a sen/ice that would not be 
received unless the user temnlnal 1300 exists in a spe- 
cific position. Besides the present embodiment, for ex- 
ample, if situation infomnation is information outputted 
from an IC card owned by the owner of the electronic 
device 100, encrypting the information outputted from 
the IC card would make it possible to prevent the IC card 
from being tampered. Encrypting position Information 
makes it possible to prevent an act that a false position 
is given to receive a service that would not be received 
unless the electronic device 100 exists in a specific po- 
sition. 

[0085] Furthermore, to detect the position of the user 
terminal 1300, the license server 1200 combines infor- 
mation obtained from plural infomnation sources such 
as base station information obtained from the commu- 
nications channel 401 and GPS Information obtained 
from the user tenninal 1300 and confirms that the two 
types of position information match before determining 
position Infomnation. Thereby, highly reliable and highly 
accurate situation information can be acquired to exe- 
cute services. Since position information obtained from 
the intensity of radio waves from ground stations and 
position infomnation obtained from GPS are different in 
error range, the word "match" does not denote exactly 
the same; an error range is taken into account for each 
infomnation source for a detemnination of match. 
[0086] The correctness of situation information 
achieved by the encryption of the situation information 
and comparison of plural pieces of situation information 
may be detennined by further providing a situation In- 



formation correctness detemnining part A01 between 
the situation information acquisition part 1 01 and the de- 
termining part 102 as shown in FIG. 21 to detemninethe 
correctness of situation information acquired in the sit- 

5 uation information acquisition part 101. Also, a reliability 
rank providing means A02 and an accuracy rank provid- 
ing means A03 may be further provided to detemiine 
the correctness of situation infomnation, using the result 
of ranking the reliability of the situation information and 

10 the result of ranking the accuracy of the situation infor- 
mation. 

[0087] The reliability of situation information indicates 
the degree of protection of situation Infomnation ac- 
quired in the situation information acquisition part 101 

15 against tampering or impersonation by malicious third 
parties or malicious users of user terminals. In other 
words, a higher reliability rank denotes a lower possibil- 
ity of tampering, impersonation and the like; for exam- 
ple, with a lower possibility, GPS information of the user 

20 terminal 1 300 can be tampered by a malicious third par- 
ty in the process of transmission to the license server 
1 200, or impersonation can be made by a malicious user 
as if he (or she) were in a specific position by giving a 
false position. 

25 [0088] The reliability rank providing means may pro- 
vide a reliability rank, based on a source of situation in- 
formation, a situation information acquisition route, or a 
combination of a source of situation infomnation and a 
situation Infomnation acquisition route. A source of sltu- 

30 ation infomnation referred to here denotes from where 
the situation information and information necessary to 
measure and compute the situation infomnation were 
obtained, where the situation information was meas- 
ured, and where the situation infomnation was comput- 
es ed; position Information based on GPS information of 
the present embodiment is obtained from GPS satellite 
1600, the user terminal 1300, the location server 1400, 
etc., and position information based on base station in- 
formation is obtained from the carrier 401 , etc. Since im- 

40 personation may be made by a malicious user In the us- 
er temninal 1300, if the user terminal 1300 is included in 
infomnation sources, a reliability rank becomes low. A 
situation infomnation acquisition route denotes a trans- 
mission route from an infomnation source to the situation 

45 infomnation acquisition part 101; position infomnation 
based on GPS infomnation of the present embodiment 
is obtained through a transmission route among the 
GPS satellite 1600, the user temninal 1300, the cannier 
401. and the license server 1200, etc., and position In- 

50 formation based on base station Information is obtained 
through a transmission route between the carrier 401 
and the license server 1200, etc. Since impersonation 
may be made by a malicious user in the user terminal 
1300, if the user temninal 1300 is included in acquisition 

S5 routes, a reliability rank becomes low. 

[0089] The reliability rank providing means may pro- 
vide a reliability rank, based on the encryption of situa- 
tion infomiation. For example, electronic signature such 
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as PKI (Public Key Infrastmcture) and encryption tech- 
niques are used to prevent tampering on data transmis- 
sion routes and assure a receiving side tliat a sending 
side is a principal. Position information based on base 
station infonnation of the present embodiment becomes 
higher in reliability rank by adding electronic signature 
of the carrier 401 to situation information. 
[0090] The accuracy of situation Infonnation indicates 
the degree of approximation to real situation Information 
in temris of measurement and computation of situation 
infonnation acquired in the situation infonnation acqui- 
sition part 1 01 . The accuracy rank providing means pro- 
vides an accuracy rank, based on a source of situation 
infonnation. A source of situation infonnation referred to 
here denotes a method for measuring and computing 
the situation infonnation; position information based on 
GPS infonnation of the present embodiment has an er- 
ror of several meters, while position infonnation based 
on base station infonnation has an error of several hun- 
dred meters. Position information with a smaller error is 
given a higher accuracy rank. 

[0091] The situation infonnation correctness deter- 
mining part detennines the correctness of situation in- 
formation from a situation infonnation reliability rank 
provided by the reliability rank providing means, a situ- 
ation infonnation accuracy rank provided by the accu- 
racy rank providing means, detennlnation about wheth- 
er plural pieces of situation infonnation acquired by plu- 
ral infonnation sources match as a result of comparing 
them, or a combination of them. To detect the position 
of the user tenninal 1300 of the present embodiment, 
situation infonnation obtained from plural infonnation 
sources is used. By combining position infonnation 
which is based on base station infonnation obtained 
from the communications channel 401 and is high in re- 
liability rank but low In accuracy rank with position infor- 
mation which is based on GPS infonnation obtained 
from the user tenninal 1300 and is low in reliability rank 
but high in accuracy rank, and confirming that the ob- 
tained pieces of position infonnation match before de- 
termining the position infonnation, highly reliable and 
highly accurate situation information can be acquired. 
[0092] A license in the present embodiment is a li- 
cense for making contents executable or reproducible. 
The separate deliveries of contents and license enable 
the separation between license providers and contents 
provides. Licenses can be delivered according to situa- 
tion information; for example, contents are sold in a state 
in which they are stored in storage media, and subse- 
quently a license may be obtained according to situation 
infonnation to execute the contents. Furthermore, by 
use of licenses as electronic tickets and electronic val- 
ues, various services can be accommodated besides 
contents delivery. 

[0093] Furthermore, by encrypting and delivering 
contents, security In the process of delivery can be 
maintained and illegal copying after delivery can be pre- 
vented. Furthenmore, contents are stored in encrypted 



form, a contents decryption key is included in a license, 
and the contents are decrypted by the contents decryp- 
tion key only when the contents are executed. Thereby, 
the contents can be executed only In the user terminal 
5 1 300, so that illegal use of the contents can be prevent- 
ed. 

[0094] Furthermore, the userterminal 1300, which ac- 
quires music contents before acquiring a license, reads 
license information and event information contained in 

10 the contents, and supplies the user with infonnation for 
acquiring the license which indicates that "This is music 
contents of artist XXXX. If you want to acquire a license, 
please go to the following event hall and make access 
to URL of XXX". By this arrangement, the advance de- 

15 livery of the contents yields the advertising effectiveness 
for acquiring the license. 

[0095] The license in the present embodiment can be 
acquired only when the condition that the user terminal 
1300 exists within a specific event hall is satisfied, and 
20 in some cases may be acquired on a chargeable basis. 
In contrast, contents are placed on a website of the artist 
and can be downloaded at no charge so that users 
browsing the website can freely download the contents. 
By thus making contents delivered in advance easily ac- 
25 quirable to users and Including recommendation infor- 
mation for recommending the acquisition of a license re- 
lated to the contents In the contents, the advertising ef- 
fectiveness for acquiring the license to be delwered later 
will be increased. 
30 [0096] By storing not only current values of position 
infonnation but also past states thereof as situation in- 
formation, a position detection error decreases, as a re- 
sult of which it can be determined more correctly wheth- 
erthe usertemninal is within theevent hall, or the license 
35 can be provided to only those who entered the event 
hall a given number of times or more. 
[0097] In addition to the provision of a license, a li- 
cense already held can be updated or canceled by sit- 
uation information of the user tenninal. For example, by 
40 use of service information as information for canceling 
licenses, the licenses can be canceled upon exit from 
Japan and the management of copyrights by country is 
facilitated. By use of service Infonnation as infonnation 
for updating licenses, the licenses can be updated upon 
45 entrance to a specific concert place, making it possible 
to promote entrance to event halls. 
[0098] FIG. 22 shows the contents of a license at the 
time of canceling the license. In this example, conditions 
for canceling the license are added to license contents 
50 of FIG. 26. The license cancellation conditions include 
a license expiration date, compliance situation infonna- 
tion and the like. The compliance situation infonnation 
is infonnation related to situation information of the con- 
dition for canceling the license, the license cancellation 
55 condition is that "an electronic device (user terminal) 
holding the license exits from Japan", and related infor- 
mation Is Japan's position infonnation. Although, in this 
example, the license includes a cancellation condition 



12 



23 



EP 1 439 477 A1 



24 



of its own, a condition for canceling another license may 
be Included by specifying a license ID and the like. 
[0099] FIG. 23 shows the contents of a license at the 
time of updating the license. In this example, conditions 
for updating the license ai^e added to this license con- 5 
tents of FIG. 26. The license update conditions include 
update contents, a license expiration date, compliance 
situation infonnation and the like. The compliance situ- 
ation infomiation Is infomnation related to situation infor- 
mation of the condition for updating the license, the li- 
cense update condition is that "an electronic device (us- 
er terminal) using contents requests the use of the con- 
tents when it is within an event hall for the period of the 
event", and related information is event period informa- 
tion and event hall position Infomnation. The license is 
updated according to information of update contents; for 
example, an expiration date is extended. Although, in 
this example, the license Includes an update condition 
of its own, conditions for updating another license may 
be included by specifying a license ID and the like. 
[01 00] For one license corresponding to plural special 
infonnation contents on, e.g., an artist instead of a li- 
cense for music contents, if ausertemninal has acquired 
the license before acquiring contents, once the license 
is purchased, subsequently the special infonnation con- 
tents can be acquired as required for the duration of a 
specified period. 

[01 01 ] If infonnation for providing a license is acquired 
before contents are acquired, and the infomnation is pre- 
sented to users, it can be avoided that only contents are 
acquired but the license cannot be acquired. As another 
method of avoiding a situation in which the license has 
been provided but contents are not provided, after pre- 
senting information for providing the license, the con- 
tents delivery part delivers contents covered by the li- 
cense. 

(Fourth embodiment) 

[0102] FIG. 24 shows a functional block diagram of 
an electronic device in a fourth embodiment of the 
present invention. The present embodiment is different 
from the third embodiment in that a license is acquired 
before acquiring contents. In the present embodiment, 
video contents are used as an example of contents. That 
is, the present embodiment relates to the delivery of 
contents limited to an event hall; a user acquires a li- 
cense for video contents of an artist by a terminal of his 
(her) own, and then moves to an event hall of the artist 
to subject the video contents to streaming rendering. 
The video contents are delivered to only tenninals within 
the event hall. In FIG. 24, the reference numeral 1100 
designates an electronic device which is a contents 
server for delivering video contents; 1 200, an electronic 
device which is a license server for providing licenses; 
and 1300, an electronic device which is a user temiinal 
owned by a user. Between the contents server 1 1 00 and 
the user temiinal 1 300, and between the license server 



1200 and the user terminal 1300, communication is con- 
ducted via a communications channel 401 . In the con- 
tents server 11 00, 701 designates a request acquisition 
part; 1101, a contents delivery part; and 1 1 02, a con- 
tents databaise. In the license server 1200, 103 desig- 
nates a service infonnation acquisition part; 104, an ex- 
ecution part; 701 , a request acquisition part; and 1202, 
a servk;e infonnation database. In the user terminal 
1300, 101 designates a situation infonnation acquisition 
part; 102, a detennining part; 104, an execution part; 
601, a condition acquisition part; 1302, a contents ac- 
quisition part; and 1303, a storage medium. Moreover, 
1400 designates a location server; 1500, an accounting 
server, and 1600, GPS satellites. 
[0103] The contents server 1100 is the same as the 
contents server 1100 of the third electronic device 100, 
except that it has contents of video data intended for 
streaming. 

[0104] FIG. 25 shows the contents of video contents. 
In this example, video contents consist of contents ID, 
contents body and related infonnation. The contents ID 
is an ID assigned for each contents. The contents body 
is video data encrypted according to an algorithm such 
as, e.g., C2 and DES. The license server 1200 having 
infonnation related to video contents provides licenses 
according to requests. The request acquisition part 701 
receives license acquisition requests. The service infor- 
mation acquisition part 103, to provide licenses, ac- 
quires the licenses themselves from the service infor- 
mation database 1 202. The execution part 1 04 provides 
licenses to the user terminal 1300 via the communica- 
tions channel 401 and performs accounting on the sale 
of licenses together with the accounting server 1500. 
[01 05] FIG . 26 shows the contents of a license. In this 
example, the license consists of license ID, contents ID, 
contents decryption key, contents delivery conditions, 
and contents use conditions. The license ID is an ID as- 
signed for each license. The contents ID is the ID of cor- 
responding contents, and one license may, in some cas- 
es, correspond to plural contents. The contents decryp- 
tion key is a key used to decrypt corresponding encrypt- 
ed contents. The contents delivery conditions are con- 
ditions on contents delivery, sale, and purchase, and in- 
clude a sate period, settlement method, compliance sit- 
uation infonnation and the like. The contents use con- 
ditions are conditions on the use of contents, and 
include copy control, rendering control, compliance sit- 
uation information and the like. The compliance situa- 
tion infonnation is infonmation related to situation infor- 
mation of conditions for using contents; the condition for 
providing contents is that "an electronic device (user ter- 
minal) using the contents requests contents use when 
it is within an event hall for the period of the event", and 
related infonnation is event period information and 
event hall position information. The event hall position 
information is described as shown in FIGS. 14 and 15, 
as In the third embodiment. 

[0106] The user temninal 1300 is a portable temninal 
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which acquires a license from the license server 1200, 
acquires video contents from the contents server 1100, 
and decrypts and renders the video contents if the user 
tenninal 1300 is within an event hall. The situation infor- 
mation acquisition part 101 receives GPS information 
from the GPS satellites 1 600 and sends it to the location 
server, where position detection computation is per- 
formed to receive position information of the user termi- 
nal 1300. The condition acquisition part 601 acquires 
infomnation for using contents from the storage medium 
1303. In the present embodiment, information for using 
contents Is a condition for using the contents which in- 
dicates that "a user temninal must be within an event hall 
for the period of the event", and information related to it 
such as an event period and the position Information of 
the event hall. The detennining part 102 detemiines 
whether the use of contents is permitted, from situation 
infomriation acquired in the situation infomnation acqui- 
sition part 101. The execution part 104 acquires infor- 
mation for acquiring and using contents from the storage 
medium 1303. It also issues a contents acquisition re- 
quest to the contents acquisition part 1302 to acquire 
contents, it also outputs accounting infonmation on li- 
cense purchase. It also decrypts and renders video con- 
tents by a decryption key Included in a license. The con- 
tents acquisition part 1 302 acquires video contents from 
the contents server 1100. The storage medium 1303 
stores acquired licenses. The storage medium 1303 
may be removable from the user terminal 1300. 
[0107] The communications channel 401 , GPS satel- 
lites 1600, location server 1400, and accounting server 
1500 are the same as those In the third embodiment. 
However, the situation information management part 
2801 of the communications channel 401 in the third 
embodiment may not exist in the present embodiment. 
[0108] FIG. 27 is a flowchart for explaining processing 
in the present embodiment In step S2401 , the user ter- 
minal 1 300 issues a request to acquire a license for vid- 
eo contents to the license server 1200. In step 82402, 
accounting is perfonned among the accounting server 
1500, the license server 1200, and the user terminal 
1300. In step S2403, the license server 1200 provides 
a license to the user terminal 1300. In step S2404, the 
user of the user tenninal 1300 moves to an event hall. 
In step S2405, a position is detected by the location 
server 1400 from GPS Information acquired by the user 
temninal 1300, that is, position detection by use of GPS 
is performed. In step S2406, the user terminal 1300 de- 
termines whether conditions for using contents are sat- 
isfied. In step S2407, the user terminal 1300 issues a 
video contents delivery request to the contents server 
1100. In step S2408, the contents server 1100 delivers 
encrypted video contents to the user terminal. In step 
S2409, the user temninal 1300 decrypts the encrypted 
contents to perform streaming rendering. 
[01 09] FIGS. 28 to 30 show communication sequenc- 
es for explaining the operation of the present embodi- 
ment. Steps S2501 to 2504 of FIG. 28 correspond to the 



license acquisition request of step S2401 of FIG. 27. In 
step S2501, the user specifies a license ID to issue a 
license acquisition request to the execution part 104 of 
the user temninal 1300. In step S2502, the execution 
5 part 1 04 of the user terminal 1 300 specifies the license 
ID to issue a license acquisition request to the request 
acquisition part 701 of the license server 1200 via the 
communications channel 401 . In step S2503, the re- 
quest acquisition part 701 of the license server 1200 
10 spectfles the license ID to Issue a license provision in- 
dication to the service infomnation acquisition part 103 
of the license server 1200. In step S2504, the service 
Information acquisition part 103 of the license server 
1200 reads a license having the specified license ID 
15 from the service information database 1202, passes it 
to the execution part 1 04 of the license server 1 200, and 
issues a license provision indication. Steps S2505 to 
S2509 of FIG. 28 correspond to accounting of step 
S2402 of FIG. 27. In step S2505, the execution part 1 04 
of the license sender 1200 sends an accounting infor- 
mation request to the execution part 1 04 of the userter- 
minaM 300 via the communications channel 401 . In step 
S2506, the execution part 104 of the user tenninal 1300 
sends a credit number and other accounting Information 
to the execution part 1 04 of the license server 1 200 via 
the communications channel 401 . In step S2507, the ex- 
ecution part 104 of the license server 1200 sends the 
user's credit number and the selling price of the provided 
license to the accounting server 1500 to request ac- 
counting. In step S2508, the accounting server 1500 
perfomns accounting and notifies the execution part 104 
of the license server 1200 that accounting terminates. 
In step S2509, the execution part 104 of the license 
server 1 200 sends an electronic receipt to the execution 
part 1 04 of the user terminal 1300 via the communica- 
tions channel 401 to indicate the termination of account- 
ing. Steps S251 0 to S251 2 of FIG. 28 correspond to the 
license provision from the license server 1200 to the us- 
ertemninal 1300 in step S2403 of FIG. 27. In stepS251 0. 
the execution part 104 of the license server 1200 pro- 
vides a license to the execution part 1 04 of the user ter- 
minal 1300 via the communicationschannel 401. Instep 
S251 1 , the execution part 1 04 of the user tenninal 1 300 
stores the license in the storage medium 1303 of the 
user tenninal 1300. In step S2512, the execution part 
104 of the user tenninal 1300 reads event Infomnation 
from the acquired license and presents it to the user. 
After temnination of step S2512, the user moves to the 
event hall, canning the user tenninal 1300. 
[0110] Steps S2601 to 2612 of FIG. 29 correspond to 
position detection processing for the user terminal 1300 
by use of GPS in step S2405 of FIG. 27. In step SI 701 . 
the user specifies a contents ID to issue a video contents 
rendering request to the execution part 104 of the user 
terminal 1300. In step S2602, the execution part 104 of 
the user terminal 1300 specifies a contents ID to issue 
a contents rendering determination request to the de- 
termining part 102 of the user tenninal 1300. In step 
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S2603, the determining part 102 of the user temiinal 
1300 specifies a contents ID to issues a contents ren- 
dering condition request to the condition acquisition part 
601 of the user terminal 1300. In steps S2604 and 2605, 
the condition acquisition part 601 of the user terminal 
1300 reads a condition for rendering contents from the 
license stored in the storage medium 1303 of the user 
terminal 1300. In step S2606, the condition acquisition 
part 601 of the user terminal 1300 sends the condition 
for rendering contents to the determining part 1 02 of the 
user terminal 1 300. The condition for rendering contents 
is information shown in the lower portion of FIG. 26 and 
includes position information of the event hall. In step 
S2607, the detennining part 102 of the user terminal 
1300 sends a position Information acquisition request to 
the situation information acquisition part 1 01 of the user 
temiinai 1300. In step S2608, the situation information 
acquisition part 101 of the user terminal 1300 receives 
GPS information from four or more GPS satellites 1 600. 
In step S2609, the situation information acquisition part 
101 of the user terminal 1300 sends a position detection 
computation request together with the GPS information 
to the location server 1400. In step S2610, the location 
server 1400 perfomis position detection computation 
from the GPS infonnatlon. In step S2611, the location 
server 1400 sends position information of the user ter- 
minal 1300 to the situation information acquisition part 
101 of the user terminal 1300. In step S2612. the situa- 
tion infomriation acquisition part 101 of the usertemninal 
1300 sends the position infomriation of the usertemninal 
1300 to the determining part 102 of the user terminal 
1300. 

[0111 J Steps S2701 to 2704 of FIG. 30 correspond to 
the determination processing about whether a condition 
for rendering contents is satisfied, in step S2406 of FIG. 
27. In step S2701 , the determining part 1 02 of the user 
tenminal 1300 detennines whether the user terminal 
1300 is within the event hall, from the result of detecting 
the position of the user terminal 1300 by use of GPS, 
obtained in step S2612, and the position information of 
the event halL obtained in step S2606, and proceeds to 
subsequent steps if it exists. In step S2702, the deter- 
mining part 102 of the user terminal 1300 specifies a 
contents ID to send a video contents rendering determi- 
nation response to the execution part 104 of the user 
temiinal 1300. In steps S2703 and S2704, the execution 
part 104 of the user terminal 1300 gets a contents de- 
cryption key included in the license from the storage me- 
dium 1303 of the user temiinal 1300. Steps S2705 to 
S2711 of FIG. 30 correspond to the video contents de- 
livery request in step S2407 of FIG. 27, the encrypted 
video contents delivery in step S240B, and the video 
contents streaming rendering in step S2409. In step 
S2705, the execution part 1 04 of the user terminal 1 300 
specifies the contents ID to issue a video contents de- 
livery request to the contents acquisition part 1302 of 
the user tenninal 1300. In step S2706, the contents ac- 
quisition part 1302 of the user tenminal 1300 specifies 



the contents ID to issue the video contents delivery re- 
quest to the request acquisition part 701 of the contents 
server 1100 via the communications channel 401. In 
step S2707, the request acquisition part 701 of thecon- 

5 tents server 1 1 00 specifies the contents ID to issue the 
video contents delivery request to the contents delivery 
part 1 1 01 of the contents server 1 1 00. In step 2708, the 
contents delivery part 1101 of the contents server 1 1 00 
reads encrypted video contents from the contents data- 

10 base 1101 and delivers the encrypted video contents to 
the contents acquisition part 1302 of the user terminal 
1300 via the communications channel 401. In step 

82709, the contents acquisition part 1302 of the user 
terminal 1 300 sends the encrypted video contents to the 

15 execution part 104 of the user tenninal 1300. In step 

8271 0, the execution part 1 04 of the user terminal 1 300 
decrypts the video contents using the contents decryp- 
tion key acquired in step S2704. in step S2711 , the ex- 
ecution part 104 of the usertemninal 1300 subjects the 

20 video contents to streaming rendering. 

[0112] Although, in the present embodiment, the con- 
tents server 11 00, the license server 1200, the location 
server 1 400, and the accounting server 1 500 ail operate 
as separate servers, all or some of these may be con- 

25 figured with an identical electronic device. The contents 
database 1102 may exist in the contents server 1100. 
The service infomnation database 1202 may exist in the 
license server 1 200. The location server 1400 may exist 
within the communications channel 401 so that the \o- 

30 cation server 1400 perfomis position detection compu- 
tation from GPS information received in the user termi- 
nal 1 300 and sends the result to the user terminal 1 300. 
Although, in the present embodiment, a pre-accounting 
system, which performs accounting before license pre- 
ss vision, is used, a post-accounting system, which per- 
forms accounting after license provision, may be used. 
[0113] According to such an embodiment of the 
present invention, the user tenninal 1300 acquires its 
own position information, whereby services appropriate 

40 for the position of the user terminal 1300, particulariy, 
special services permitted for only the user terminal 
1300 at some specific positions can be utilized. 
[0114] The license in the present embodiment Is a li- 
cense for making contents executable or reproducible. 

45 The separate deliveries of the contents and the license 
enable the separation between license providers and 
contents providers. Also, contents can be produced ac- 
cording to situation infomnation; for example, a license 
is sold in a state in which it is stored in storage media 

50 or the like, and subsequently contents may be acquired 
according to situation information to render the con- 
tents. By considering licenses as electronic tickets and 
electronic values and viewing the rendering of contents 
in the present embodiment as the use of electronic tick- 

55 ets and electronic values, various services can be ac- 
commodated besides contents delivery. 
[01 15] Furthermore, the user terminal 1300, which ac- 
quires music contents before acquiring a license and 



15 



29 



EP1 439 477A1 



30 



reads license information and event information con- 
tained in the contents, and supplies the user with infor- 
mation for acquiring the license which indicates that 
"This is a license for video contents of artist XXXX. If 
you want to acquire the video contents, please go to the 
following event hall and make access to URL of XXX". 
By this arrangement, the advance delivery of the license 
yields an advertising effect for acquiring the license. 
[0116] The contents in the present embodiment can 
be acquired and rendered only when the condition that 
the user terminal 1300 exists within a specific event hall 
Is satisfied. Instead of streaming rendering as in the 
present embodiment, if downloading rendering is per- 
formed and the data size of contents is large, it may take 
much time to download the contents. In contrast, if a li- 
cense is placed on a website of the artist and, and the 
data size of the license is small, it often takes little time 
to acquire the license. By thus making a license deliv- 
ered in advance easily acquirable to users and including 
recommendation information for recommending the ac- 
quisition of contents related to the license in the license, 
the advertising effectiveness for acquiring the contents 
to be delivered later will be increased. 
[01 17] By storing not only cun-ent values of position 
infomnation but also past states thereof as situation In- 
formation, a position detection error decreases, as a re- 
sult of which It can be detennined more con^ectly wheth- 
er the usertennlnal Is within the event hall, or video con- 
tents can be delivered to only those who entered the 
event hall a given number of times or more. 
[01 18] In addition to the acquisition of video contents, 
if the user temilnal Is within the event hall, a license al- 
ready held can be updated or canceled. 

(Advanced versions of the embodiments) 

[01 19] The determining part 1 02 of the electronic de- 
vice 1 00 may detennine whether services can be exe- 
cuted, from infomnation held in the electronic device 
100. For example, if information about the sex of user 
terminal owners is held in the electronic device 100, 
when executing the sen/ice of providing infomriation 
about neighboring stores, it can narrow the information 
to provide the service by determining whetherto provide 
the store information, depending on the sex of owners. 
Information held in the electronic device 100 is not lim- 
ited to sex; it may be age, annual income, whether the 
crystal liquid display of the electronic device 100 is ca- 
pable of color display, or whether the electronic device 
100 has a sound output means. 
[0120] In the case where situation infomiation ac- 
quired in the situation information acquisition part 101 
of the electronic device 1 00 is line disconnection Infor- 
mation, the electronic device 1 00 may further include a 
disconnection information transmission part. The line 
disconnection information is information indicating the 
state when a line is disconnected when the electronic 
device 1 00 is communicating; an example of the linedis- 



connection information is information indicating how 
many bytes of a file have already been downloaded 
when a line is disconnected in the process of download- 
ing of the file by the FTP protocol during communication 
5 by the Internet. The disconnection infomriation transmis- 
sion part sends line disconnection information acquired 
In the situation infonuation acquisition part 1 01 to a com- 
munication party from which a line Is disconnected. By 
providing such a disconnection infomiatton transmls- 
^0 sion part, when communication over a line is restored, 
restoration to a disconnection state becomes possible. 
In the case of file downloading by the FTP protocol, the 
downloading can be resumed from a remaining portion 
of the file having been downloaded until line disconnec- 
ts tlon. 

[0121] In the case where situation information ac- 
quired in the situation infomriation acquisition part 1 01 
is the position information of the electronic device 100, 
the electronic device 100 may further Include a broad- 

20 cast station selection part which selects a broadcast sta- 
tion to be connected. By providing the broadcast station 
selection part, when the electronic device moves out of 
the service area of a broadcast station being cun-ently 
watched, the broadcast station selection part selects a 

25 broadcast station of the same family which exists in a 
place obtained by position infomriation, whereby the 
same broadcast can be watched without deterioration 
in a receive state. 

[0122] The situation infomriation acquisition part 101 

30 may acquire position information of plural temriinals as 
situation infomriation and service infomriation may be In- 
formation for connecting neighboring terminals over 
communication, of acquired plural terminals. The "ac- 
quired plural terminals" here denote temriinals the posi- 

35 tion infomriation of which was acquired by the situation 
information acquisition part 101. The "service informa- 
tion" denotes service infomriation acquired by the serv- 
ice infomriation acquisition part 1 03; the service informa- 
tion in this case is infomriation for connecting a terminal 

40 over communication the position information of which 
was acquired, for example, the IP address of the termi- 
nal. By use of such situation Infomrtatlon and sen^lce In- 
fomriation, communteation can be made with terminals 
in the neighborhood of the electronic device 1 00; for ex- 

45 ample, meeting at a crowded place can be made 
smoothly by conducting communication with a temninal 
owned by a waiting party. 

[0123] In such a case where situation infomriation Is 
acquired by plural means, the electronic device 100 in- 

50 eludes a situation information correctness detennining 
part for detennining whether situation infomriation 
matches; at a stage before the detennining part 1 02 de- 
termines whether a service can be executed, whether 
situation Infomriation obtained by plural means matches 

55 is determined in the situation infonnation correctness 
determining part. This increases the correctness of sit- 
uation information obtained by the situation information 
acquisition part 101. 
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[01 24] The electronic device 1 00 may have a commu- 
nications channel switching part 101 . The communica- 
tions channel switching part switches communications 
channels according to situation information acquired by 
the situation Information acquisition part. For example, 
when the electronic device 1 00 has a wireless channel 
of UHF band and a wireless channel of VHP band, the 
situation infonrtation acquisition part 1 01 obtains com- 
munication situations of these channels and the com- 
munications channel switching part makes determina- 
tion from the communication situations to use a commu- 
nications channel under better communication. By pro- 
viding such a communications channel switching part, 
an optimum communications channel can be used. 
[0125] The above-described situation information is 
created or acquired as follows. Situation information 
created by a communications channel is, in some cases, 
acquired from the communications channel or, in other 
cases, from other than communications channels by the 
electronic device 100. FIG. 31 shows a case where the 
electronic device 100 is connected to the communica- 
tions channel 401 and the situation infomnatlon acquisi- 
tion part 101 acquires situation information created by 
the communications channel from the communications 
channel 401. The situation infonmation management 
part 2801 shown in FIG. 31 creates situation information 
on the communications channel 401 and sends it to the 
electronic device 1 00. Situation information created and 
sent by the situation information management part 2801 
Includes bands provided by a communications channel, 
communication speed (specification value and actually 
measured value), disconnection infomnation indicating 
a situation at communication disconnection, communi- 
cations traffic, and communication charge. If the elec- 
tronic device 100 is a cellular phone, information of a 
base station being used and handover infonnation are 
also created and sent by the situation infonnation man- 
agement part 2801. Furthermore, situation information 
of a communication party of the electronic device 100 
may also be acquired by the situation information man- 
agement part 2801 to send it to the electronic device 
100. In this case, a base station used by the party can 
be listed as an example of situation information. Con- 
crete examples of the situation Information manage- 
ment part 2801 are facilities owned by telecommunica- 
tion agencies (carriers), broadcast agencies, internet 
service providers (ISP) and the like. 
[01 26] FIG. 32 shows a case where the electronic de- 
vice 1 00 acquires situation infonnation from other than 
a communications channel. In this case, the situation 
infonnation acquisition part 1 01 includes an information 
measurement means 2901 for acquiring situation infor- 
mation itself or infonnation for obtaining situation infor- 
mation, and an Infonnation processing means 2902 for 
extracting situation infonnation from infonnation ac- 
quired by the information measurement means 2901 . In- 
formation for obtaining situation infonnation, acquired 
by the Infonnation measurement means 2901 , includes 



information obtained from radio waves transmitted from 
an artificial satellite of GPS. By processing this infonna- 
tion by the infonnation processing means 2902, position 
information of the electronic device 100 can be used as 
5 situatidh infomnatlon. In the case where the information 
measurement means 2901 acquires situation infonna- 
tion itself, the information processing means 2902 con- 
verts the acquired situation information into a fonnat 
suitable for processing by the situation infonnation ae- 
ro quisltion part 101 or the like. Although, in FIG. 32. the 
infonnation measurement means 2901 and the informa- 
tion processing means 2902 are within the situation in- 
fonnation acquisition part 101 , they may be outside the 
situation infonnation acquisition part 101. They may al- 
15 so be outside the electronic device 100. For example, 
by placing the infonnation processing means 2902 out- 
side the electronic device 100, since infonnation ob- 
tained from radio waves sent from an artificial satellite 
of GPS can be processed outside the electronic device 
20 100, the electronic device 100 can be made compact 
and lightweight. Concrete examples in this case are 
communications between wireless tag and cellular 
phone, communications between cellular phones by 
Bluetooth, transceiver communications, contact com- 
25 municatlons, and the like. 

[0127] FIGS. 31 and 32 are not in a relationship con- 
tradictory to each other; the situation infonnation acqui- 
sition part 101 may acquire situation infonnation at the 
same time from both the communications channel 401 
30 and the infonnation processing means 2902, and if the 
situation infonnation is of identical type, correct situation 
infonnation can be acquired by comparing the two piec- 
es of situation infonnation. 

[01 28] According to the present invention , first, there 
35 Is provided an electronic device comprising: a situation 
Information acquisition part; a determining part for de- 
termining whether a service can be executed, from sit- 
uation infonnation acquired in the situation information 
acquisition part; a service information acquisition part 
40 for acquiring service infonnation, based on determina- 
tion of the determining part; an execution part for exe- 
cuting acquired service infomnatlon; and a situation in- 
fonnation correctness detennining part for detennining 
the correctness of situation infonnation acquired In the 
45 situation information acquisition part. Thereby, correct 
situation infonnation can be acquired to provide servic- 
es. 

[0129] Second, situation information Is acquired from 
plural means Infonnation sources to detemnine its cor- 
50 redness. Thereby, correct situation infonnation can be 
acquired to provide services. 

[0130] Third, the correctness of situation information 
is determined using a reliability rank provided based on 
combinations of infonnation sources and information 
55 acquisition routes and/or an accuracy rank provided 
based on information sources. Thereby, correct situa- 
tion information can be acquired to provide services. 
[0131] Fourth, the electronic device is provided with: 
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the situation information acquisition part; the detemnin- 
ing part for determining whether a service can be exe- 
cuted, from situation infomnation acquired in the situa- 
tion information acquisition part; the service information 
acquisition; the execution part for executing service in- 
formation; and a condition infomnation acquisition part 
for, when the determining part detemnines that a service 
cannot be executed, acquiring service available infor- 
mation for the service to become available. Thereby, in- 
formation sent to the electronic device, without being di- 
rectly displayed, can be selectively displayed according 
to the situation of the electronic device, making it pos- 
sible for the user to know what to do to make the service 
executable. 

[01 32] Fifth, certain service information is made to in- 
clude recommendation information for recommending 
the acquisition of other related service infonnation. 
Thereby, an advertising effect can be obtained. 
[0133] Sixth, service infomnation is information for ac- 
quiring and providing electronic information. 
[0134] Thereby, for example, electronic values such 
as electronic tickets, and contents can be delivered and 
used. 

[0135] Seventh, service information is infomnation for 

making electronic information available. 

[0136] Thereby, for example, electronic values such 

as delivered electronic tickets and contents can be 

used. 

[0137] Eighth, it is determined whether or not situation 
infomnation satisfies compliance situation information 
as one of use conditions. 

[0138] Thereby, services can be provided according 
to more specific situations. 

[01 39] Ninth, service infomnation is information for ac- 
quiring and providing licenses. Thereby, for example, 
electronic values such as electronic tickets and contents 
can be used In limited areas or delivered to limited are- 
as. 

[0140] Tenth, service information is information for 
canceling and updating licenses. Thereby, licenses can 
be elaborately managed according to the situation of the 
electronic devbe. 



Claims 

1 . An electronic device comprising: 

a situation infomnation acquisition part for ac- 
quiring situation infomnation, which is dynamic 

information; 

a determining part for determining whether a 
service can be executed, based on situation in- 
fomnation acquired in the situation infomnation 
acquisition part; 

a service information acquisition part for acquir- 
ing service information, which Is infomnation for 
executing a service; 



an execution part for executing service infomna- 
tion; and 

a situation information correctness determining 
part for detemnining correctness of situation in- 
5 formation acquired in the situation infomnation 

acquisition part. 

2. The electronic device according to claim 1 , wherein 
the situation Infomnation acquisition part acquires 

10 situation information from plural means infomnation 
sources, and the situation infomnation correctness 
determining part detemnines the con-ectness of the 
situation Infomnation by detemnining whether or not 
the situation information acquired from the plural 

15 means information sources matches. 

3. The electronic device according to claim 1 , includ- 
ing situation information reliability rank providing 
means for ranking reliability of said situation infer- 

20 matlon, based on sources of the situation Infomna- 
tion acquired in the situation Information acquisition 
part, situation information acquisition routes, or 
combinations of the sources of situation information 
and routes of acquiring the situation information, 

25 wherein the situation infomnation correctness deter- 
mining part determines the correctness of the situ- 
ation Information, using a rank provided by the sit- 
uation information reliability rank providing means. 

30 4. The electronic device according to claim 1 , includ- 
ing situation Information accuracy rank providing 
means for ranking accuracy of said situation infor- 
mation, based on sources of situation infomnation 
acquired in the situation infomnation acquisition 

35 part, wherein the situation information correctness 
determining part determines the correctness of the 
situation Infomnation, using a rank provided by the 
situation information accuracy rank providing 
means. 

40 

5. The electronic device according to claim 1 or 2, in- 
cluding the situation information reliability rank pro- 
viding means for ranking reliability of said situation 
information, based on sources of the situation infor- 
ms mation acquired in the situation infomnation acqui- 
sition part, situation information acquisition routes, 
or combinations of the sources of situation informa- 
tion and routes of acquiring the situation informa- 
tion, and the situation information accuracy rank 
50 providing means for ranking accuracy of said situ- 
ation infomnation, based on the sources of situation 
information acquired in the situation information ac- 
quisition part, wherein the situation Information cor- 
rectness detemnining part detemnines the con-ect- 
55 ness of the situation information, using ranks pro- 
vided by the situation information reliability rank 
providing means and the situation information ac- 
curacy rank providing means. 
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6. The electronic device according to clainn 3, wherein 
the situation information reliability rank providing 
means rank the reliability of situation infomnation, 
based on encrypted infomnation. 

7. The electronic device according to claim 5, wherein 
the situation information reliability rank providing 
means rank the reliability of situation infomnation, 
based on encrypted infomnation. 

8. An electronic device comprising: 

a situation information acquisition part for ac- 
quiring situation infomnation, which is dynamic 

information; 

a determining part for determining whether a 
service can be executed, based on situation in- 
fomnation acquired in the situation information 
acquisition part; 

a service infomnation acquisition part for acquir- 
ing service information, which is information for 
executing a service; 

an execution part for executing acquired serv- 
ice infomnation; and 

a condition information acquisition part for, 
when the determining part detemnines that a 
service cannot be executed, acquiring service 
available Information for the sen/ice to become 
available. 

9. The electronic device according to claim 1 , wherein 
the service information is infomnation for acquiring 
electronic infomnation. 

10. The electronic device according to claim 8, wherein 
the serjlce information is infomnation for acquiring 
electronic infomnation. 

1 1 . The electronic devrce according to claim 1 , wherein 
the service infomnation Is infomnation for providing 
electronic infomnation. 

12. The electronic device according to claim 8, wherein 
the service infomnation is infomnation for providing 
electronic Infomnation. 

13. The electronic device according to claim 1, wherein 
the service information is infomnation for making 
electronic infomnation available. 

14. The electronic device according to claim 8, wherein 
the service information is infomnation for making 
electronic infomnation available. 

15. The electronic devk:e according to claim 9, wherein 

the electronic infonmation becomes available 
when a license describing conditions for using the 
electronic Infomnation Is satisfied; 



one of said use conditions is compliance sit- 
uation information, which is information related to 
situation infomnation; and 

the determining part determines whether or 
not situation information acquired in the situation in- 
formation acquisition part satisfies said compliance 
situation information. 

1 6. The electronic device according to claim 1 0, where- 
in 

the electronic information becomes available 
when a license describing conditions for using the 
electronic information is satisfied; 

one of said use conditions is compliance sit- 
uation information, which is information related to 
situation information; and 

the determining part determines whether or 
not situation infomnation acquired in the situation in- 
formation acquisition part satisfies said compliance 
situation information. 

1 7. The electronic device according to claim 1 1 , where- 
in 

the electronic infomnation becomes available 
when a license describing conditions for using the 
electronic information is satisfied; 

one of said use conditions is compliance sit- 
uation infomnation, which Is infomnation related to 
situation infomnation; and 

the detemnining part determines whether or 
not situation information acquired in the situation in- 
formation acquisition part satisfies said compliance 
situation infonmation. 

18. The electronic device according to claim 12, where- 
in 

the electronic information becomes available 
when a license describing conditions for using the 
electronic information is satisfied; 

one of said use conditions is compliance sit- 
uation information, which is information related to 
situation information; and 

the determining part determines whether or 
not situation infomnation acquired in the situation in- 
formation acquisition part satisfies said compliance 
situation infomnation. 

1 9. The electronic device according to claim 13, where- 
in 

the electronic information becomes available 
when a license describing conditions for using the 
electronic infomnation is satisfied; 

one of the said conditions is compliance situ- 
ation information, which is information related to sit- 
uation information; and 

the determining part determines whether or 
not situation infonmation acquired in the situation In- 
formation acquisition part satisfies said compliance 
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situation information. 

20. The electronic device according to claim 1 4, where- 
in 

the electronic infomnation becomes available 
when a license describing conditions for using the 
electronic infomiation is satisfied; 

one of said use conditions is compliance sit- 
uation infomnation, which is infomnation related to 
situation information; and 

the determining part detemnines whether or 
not situation infomnation acquired in the situation in- 
formation acquisition part satisfies said compliance 
situation information. 

21 . The electronic device according to claim 1 , wherein, 
when, for given service infomnation (service infor- 
mation A), service information (service information 
B) related to the service information exists, the serv- 
ice information A includes recommendation infor- 
mation for recommending acquisition of the service 
information B. 



30. The electronic device according to claim 8, wherein 
the seroice information is information for updating a 
license. 
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22. The electronic device according to claim 8. wherein, 
when, for given service infomnation (service infor- 
mation A), service Infonnation (service Information 
B) related to the service Infonnation exists, the serv- 
ice information A includes recommendation infor- 
mation for recommending acquisition of the service 
information B. 
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30 



23. The electronic device according to claim 1 , wherein 
the service infomnation is information for acquiring 
a license. 

24. The electronic device according to claim 8, wherein 
the sen^ice information is infomnation for acquiring 
a license. 



35 



25. The electronic device according to claim 1 , wherein 
the service information is infonnation for providing 
a license. 



40 



26. The electronic device according to claim 8. wherein 
the service infomnation is infonnation for providing 
a license. 



45 



27. The electronic device according to claim 1 , wherein 
the service information is information for canceling 
a license. so 



28. The electronic device according to claim 8, wherein 
the service infonnation is information for canceling 
a license. 

29. The electronic device according to claim 1 , wherein 
the service information is infomnation for updating a 
license. 
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FIG. 7 
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FIG. 10 
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FIG. 15 
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FIG. 17 
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